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Agenda 
•  Welcome, Introductions 

•  Checkpoint Technologies – Quick Corporate Overview 

•  Why do we need Application Security? 

•  High Level Discussion of HP’s Fortify and Web Inspect 

•  Q & A 



Welcome and Introductions 
•  Thanks everyone for attending today!   

•  From Checkpoint Technologies, we have… 

Jimmie Parson 
Sr. Technical Engineer 

813-818-8324 x133 (office) 
www.checkpointech.com 



Checkpoint Technologies 
Corporate Overview 

 



About Checkpoint Technologies…. 
ü  Incorporated in January, 2003 
ü  Experts in Quality Assurance, Security and Software Testing! 
ü  HP Software Gold Partner & Authorized Training Partner 
ü  HP Authorized Software Support Partner 
ü  Partner of Perfecto Mobile, Mobile Labs, and Turnkey Solutions 
ü  QAI Training Partner 
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Professional Services 
• Long-term contract services, on-site and remote 
• QA leads, manual testers, automation experts, etc. Staff Augmentation 

• Assessment, installation, configuration, analysis, etc. 
• Long-term and short-term, on-site and remote Consulting 
• U.S. based functional and performance testing 
• Software testing performed at our test lab by expert 

resources 
Outsourcing 

• HP Authorized Training Partner 
• On-site, virtual, or public 
• Structured classroom format using HP materials 

Training 

• Customized training essential to your team - in your 
environment 

• Cost-effective $$$ 
Mentoring 
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Security Overview 



  Why do we need Application Security? 
•  More and more each day, the world is embracing: 

• Online transactions, conducting research, storing information, social media  

•  How many of you have heard in the news (or been 
affected by)  a data breach: 
•  (Retail) LARGE Retailer – CEO Resigns (analysts forecast a total cost of 

approximately $1 billion) 
•  (Healthcare) N.Y. Presbyterian & Columbia Medical Center – Largest 

HIPAA enforcement fine to date of $4.8 million due to compromised patient 
records  

•  (Banking) First American Bank, Casino (Las Vegas Sands Corp) 

•  Bottom Line: 
• No industry/organization is Safe -  Lose your Data, Lose 
your Livelihood and Reputation! 



Application Security Discussion 
Risk is Everywhere! 

Vulnerability risks can be present in 
software no matter how it’s created or 
deployed. 





Follow the Leader!  



HP Fortify/Web Inspect Discussion 



Security Testing - Key Features of Fortify 

•  Engage in security testing with HP’s Fortify SSC (Software 
Security Center) 
• Quickly gain an accurate picture of risk in your applications, no matter 

if they’re developed in-house or by vendors.  

•  Engage in Static Analysis, also known as Static Application 
Security Testing (SAST),  
− Detects more types of potential vulnerabilities than any other detection 
method 
− Pinpoints the root cause of vulnerabilities with line-of-code detail  
− Helps you identify critical issues during development when they are 
easiest and  least expensive to fix 
 



Key Features of WebInspect 
•  Dynamic Analysis, also known as Dynamic Application 

Security Testing (DAST), available from HP Web Inspect. 
• Engage in dynamic security testing for web apps from Dev thru 

Production 
• Automated and configurable web application security and penetration 

testing tool that mimics real-world hacking techniques and attacks 
• Easily manage, view and share security-test results and histories 
• Security test web APIs and web services that support your business 

•  Demonstrate compliance with various regulatory agencies 
• Run compliance reports for all major regulatory standards, including 

PCI, SOX, ISO, and HIPAA 

 



Main WebInspect Screen 

A	  Guided	  Scan	  guides	  you	  through	  the	  best	  
steps	  for	  configuring	  a	  scan	  tailored	  for	  your	  

applica8on	  including	  mobile	  devices	  

A	  Basic	  Scan	  u8lizes	  the	  Scan	  Wizard	  to	  walk	  
you	  through	  the	  steps	  to	  create	  a	  scan	  

primarily	  using	  WebInspect’s	  default	  seBngs	  

A	  Web	  Services	  Scan	  scans	  a	  web	  service	  by	  
crawling	  the	  WSDL	  file	  and	  submiBng	  values	  

for	  each	  parameter	  in	  each	  opera8on	  

An	  Enterprise	  Scan	  is	  a	  comprehensive	  
overview	  of	  your	  Web	  presence	  



WebInspect Policy Manager 

OpenSSL	  Heartbleed	  
Policy	  

OWASP	  Top	  10	  
Applica9on	  Security	  

Risks	  Policy	  

Mobile	  Policy	  



Web Inspect Live Scan Visualization 

Live	  Scan	  
Sta9s9cs	  

Detailed	  
AAack	  
Table	  

Live	  Scan	  Dashboard	  

Vulnerabili9es	  Found	  
in	  Applica9on	  

Excluded	  &	  
Allowed	  Hosts	  



Generating Reports 
The WebInspect Report Wizard allows you to easily select the report types and detail 
you want included in your reports… 



Fortify on Demand 
•  What if we don’t have in house resources and or expertise in Security 

Testing?  
• HP Fortify on Demand offers a simple cost-effective cloud-based approach with no 

application security experience required. 
•  Start small and quickly scale to hundreds of apps. This flexible solution can assess 

them all; web, mobile and client in-house, 3rd party or commercial off-the-shelf.  

•  It’s as easy as 1, 2, 3! 
•  1) Initiate: Upload your source code or point us at your URL and receive a comprehensive 

application layer test that encompasses static and dynamic analysis. 

•  2) Test: Our SaaS expert team will conduct a thorough audit of your application for security 

vulnerabilities. 

•  3) Review:  Review detailed and correlated results, prioritized by severity & exploitability. 
Issues identified include line of code-level details with suggestions on how to fix. 



HP Fortify On Demand  

Issues: Provides 
Remediation Advice 

Executive Dashboard: Charts the 
applications by risk category and 

star rating 



Q&A 
 
 

Thank You  
 

Jimmie Parson 
Sr. Technical Engineer 

813-818-8324 x133 (office) 
www.checkpointech.com 

 
 
 

Perform Better with  
Checkpoint Technologies and HP 

 


