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Vulnerability Type Trends:
Look at the CVE List (2001 - 2006)
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—— php-include
infoleak

—— dos-malform
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format-string
crypt
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int-overflow
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Removing and Preventing the Vulnerabilities
Requires More Specific Definitions...CWEs

Cross-site scripting (XSS) (79)
» Basic XSS (80)
XSS in error pages (81)
Script in IMG tags (82)
XSS using Script in Attributes (83)
XSS using Script Via Encoded URI Schemes (84)
Doubled character XSS manipulations, e.g. '<<script’ (85)

XSS Invalid Characters in Identifiers (86)
Alternate XSS syntax (87)
- bUf Mobile Code: Invoking untrusted mobile code (494)
-1N1 Buffer Errors (119)
Sq I | n'] eCt *  Unbounded Transfer (classic overflow) (120)
d Ot +  Write-what-where condition (123)
+  Boundary beginning violation (‘buffer underwrite') (124)
. . *  Out-of-bounds Read (125)
e php—InC|Ude *  Wrap-around error (128)
- *  Unchecked array indexing (129)
N fO I ed k »  Length Parameter Inconsistency (130)
+  Other length calculation error (131)
—— dOS-ma |fO rm +  Miscalculated null termination (132)
«  String Errors (133)
link «  Often Misused: Path Manipulation (249)
- 1 Relative Path Traversal (22)
format Strl n g + Path Issue - dot dot slash - "../filedir’ (24)
+ Path Issue - leading dot dot slash - '/../filedir’ (25)
Cry pt + Path Issue - leading directory dot dot slash - '/directory/../filename’ (26)
- + Path Issue - directory doubled dot dot slash - 'directory/../../flename’ (27)
prIV + Path Issue - dot dot backslash - "..\filename’ (28)
+ Path Issue - leading dot dot backslash - '\..\filename’ (29)
pe rm + Path Issue - leading directory dot dot backslash - "\directory\..\filename’ (30)
+ Path Issue - directory doubled dot dot backslash - 'directory\..\..\filename’ (31)
meta Ch ar »  Path Issue - triple dot - ... (32)
+ Path Issue - multiple dot - '...." (33)
1 - » Path Issue - doubled dot dot slash - "....//" (34)
| nt OVE rfIOW + Path Issue - doubled triple dot slash - ".../...//" (35)
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AppSIC

Booz Allen Hamilton Inc.
Cenzic

CERIAS/Purdue University
CERT/CC

Cigital

CodescanlLabs

Core Security

Coverity
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Gramma Tech

IBM Interoperability Clearing House
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Current Community Contributing to the
Common Weakness Enumeration

NSA

Oracle

Ounce Labs

OWASP

Palamida

Parasoft

PolySpace Technologies
proServices Corporation
SANS Institute
Securitylnnovation

Security University
Semantic Designs

JMU SofCheck
Kestrel Technology SPI Dynamics
KDM Analytics Surelogic, Inc.
Klocwork UNISYS
McAfee/Foundstone VERACODE
Microsoft Watchfire
MIT Lincoln Labs WASC
MITRE Whitehat Security, Inc.

Making North Carolina State University Tim Newsham

Security NIST
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Using A Unilateral NDA with MITRE to Bring in Info

Purpose:

e Sharing the proprietary/company confidential information contained in the
underlying Knowledge Repository of the Knowledge Owner’s Capability for the
sole purpose of establishing a public Common Weakness Enumeration (CWE)
dictionary that can be used by vendors, customers, and researchers to
describe software, design, and architecture related weaknesses that have
security ramifications.

e The individual contributions from numerous organizations, based on their
proprietary/company-confidential information, will be combined into a
consolidated collection of weakness descriptions and definitions with the
resultant collection being shared publicly.

e The consolidated collection of knowledge about weaknesses in software,
design, and architecture will make no reference to the source of the
information used to describe, define, and explain the individual weaknesses.
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CWE-79 Cross-site scripting (XSS)

[cwe.mitre.org/data/definition/79.html]

CWE ID
Description

Alternate Terms

Likelihood of Exploit
Weakness Ordinality
Causal Nature

Common Consequences

Potential Mitigations

Demonstrative
Examples

Making
Security
Measurable~

Individual CWE Dictionary Definition (Draft 6)

Cross-site scripting (XSS)

79

Cross-site scripting weakness occurs when dynamically generated web pages display input,
such as login information, that is not properly validated, allowing an attacker to embed
malicious scripts into the generated page and then execute the script on the machine of any
user that views the site. If successful, Cross-site scripting vulnerabilities can be exploited to

fSearch by ID \

Section Contents
CWE List
Full Dictionary View
Classification Tree
Leaf Nodes
Other Views

Sources

manipulate or steal cookies, create requests that can be mistaken for those of a valid user,
compromise confidential information, or execute malicious code on the end user systems for a

variety of nefarious purposes.

"CSS" was once used as the acronym for this problem, but this can cause confusion with the “Cascading
Style Sheets," so its use has declined significantly, and its use is discouraged by the author.

High to Very High

Resultant (Weakness is typically related to the presence of some other Weaknesses)

Explicit (This is an explicit weakness resulting from behavior of the developer)

Confidentiality: The most common attack p
information stored in user cookies.

Access control: In some circumstances it m|
when cross-site scripting is combined with ¢

Carefully check each input parameter again|
specific characters and format allowed. All i
supposed to specify, but all data in the requj
so forth. A common mistake that leads to |
expected to be redisplayed by the site. We (
application server or the application that th
currently reflected may be used by a future]
is recommended.

This involves "HTML Entity Encoding” all no|
the user and is now being written to the re:

With Struts, you should write all data from

Additionally, to help mitigate XSS attacks a:
HttpOnly. In browsers that support the Htt
prevents the user's session cookie from bei
to a XSS attack.

The following JSP code segment reads an er|
user.

JSP Example:

<% String eid = request.getParameter("eid"

References

Node Relationships

Source Taxonomies

Applicable Platforms

M. Howard and D. LeBlanc. "Writing Secure Code". 2nd Edition.
Microsoft. 2003.

ChildOf - Injection (74)

ResultsIn - Mobile Code: Invoking untrusted mobile code (494)
ParentOf - Basic XSS (80)

ParentOf - XSS in error pages (81)

ParentOf - Script in IMG tags (82)

ParentOf - XSS using Script in Attributes (83)

ParentOf - XSS using Script Via Enceded URI Schemes (84)

ParentOf - Doubled character XSS manipulations, e.qg. '<<script' (85)
ParentOf - Invalid Characters in Identifiers (86)

ParentOf - Alternate XSS syntax (87)

PLOVER - Cross-site scripting (XSS)
7 Pernicious Kingdoms - Cross-site Scripting
CLASP - Cross-site scripting

Cc
C++
Java
NET
SOAP

© 2007 MITRE



B u | Id | n g Previously Published

Vulnerability Taxonomy
Consensus Work OWASP's
Loy — i
About A Common o\ /4 Checkist
. Cigital’s
Enumeration D ey g T
cve.mitre.org ary |
McGraw’s
CVE-based Work and
Stanford PLOVER Work
IBM SE| VERACODE anfor Taxonomy
NSA/CTC UC Berkeley  Purdue 3 Fortify’s
Core Securit MU Covertty Sl Dynamics Cﬁgzg’s
y Parasoft Kestrel Technology i s
MITLL Watchfire Taxonomy
Unisys Security Institute Oracle
Cenzic KDM Apalytics

UMD

Gramma
_/ Tech’s
CVE and NVD L Lab's and
| using CWEs Klocwork’s Taxonomy Taxonomy
- | > ry e DHS’
s BSI
, / Taxonomy Web site

DHS’s SwA
CBK

Common Weakness
Enumeration (CWE)

- call & count the same ———— | SEICERT
p—

o[a:c’rm!nis‘slrgsnour /\/ ° enable metl’ICS Secure Coding
SwA SIG

Standards Effort

Secure

M SANS Natoma]

Programming

) Compatlblllty Skills Assessment
OWASP | . DHS/NIST
& N SAMATE
WASC List of CWEs Tool Reference
\ U Assessment Reference Dataset
e — Tool finds Dataset




CWE Compatibility & Effectiveness Program

( launched Feb 2007)

Process
Documents

Related Activities
Discussion List

Calendar
Free Newsletter

compatibility and effectiveness.

Program
Reguirements
Declarations

Make a Declaration CWE Output -

Mapping Accuracy -

Search the Site

CWE Documentation —

software

about the various weaknesses and their possible impact, or to obtain training and
education about these issues. Organizations with products and services still working
towards compatibility and effectiveness are also listed.

o060 CWE - CWE Compatibility
| « \ \i| "_ fhttp://cwe.mitre.org/compatible/index.hlml s Q-
[J0 C2CHome MilHome Searchv Map/Ph/Weather/Travelv Bob's Bookmarksv CVEnOVALv OVAL shared SPAMmngtv LogoutofSPAMmngt
N\ / Common Weakness Enumeration
\
\V,\ . -
A A community-developed dictionary of common software weaknesses
CWE Compatibility
Full Dictionary View Compatibility
Classification Tree Program
Leaf Nodes The CWE Compatibility and Effectiveness Program provides for a product or service to be Requirements
Other Views reviewed and registered as officially "CWE-Compatible" and "CWE-Effective," thereby Make a Declaration
assisting organizations in their selection and evaluation of tools and/or services for Declarations to be Compatibl
Sources assessing their acquired software for known types of weaknesses and flaws, for learning Organizations Participating

Sort by Product
Sort by Capability

CWE-Compatible Products and Services must meet the first four (4) of the six (6)
requirements below, while CWE-Effective Products and Services must meet all six (6)
requirements. Please review the complete set of requirements to fully understand CWE

CWE Searchable — users may search security elements using CWE identifiers

security elements presented to users includes, or allows users to
obtain, associated CWE identifiers

security elements accurately link to the appropriate CWE
identifiers

capability's documentation describes CWE, CWE compatibility,
and how CWE-related functionality in the capability is used

for CWE-Effectiveness, capability's documentation explicitly lists
CWE Coverage — the CWE identifiers that the capability is effective at locating in

for CWE-Effectiveness, test results from the capability showing

Organizations Participating

All organizations participating in the CWE
Compatibility and Effectiveness Program are
listed below, including those with CWE-
Compatible Products and Services and those
with Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization

cwe.mitre.org/compatible/

TOTALS
Organizations Participating: 11 i ated: February 05, 2007
Products & Services: 21

name:
© 2007 MITRE



Coverage of CWE

CWE

9“‘&\

29% " none
M one
two
W three
M four
- five
M six

55%

© 2007 MITRE



Covered CWEs - By Number of Tools

Covered CWEs

>

9&

M one
two
- three
M four
20% five

M six

— 1%

© 2007 MITRE



What are the Building Blocks of
a “Security Architecture”

e Standard ways for enumerating “things we care
about”

e Languages for encoding high fidelity information about
now to find the “things we care about”

e Repositories of content in languages for use in
communities or individual organizations

e Adoption/branding and vetting programs to encourage
adoption by tools and services

© 2007 MITRE



The Building Blocks Are:

Enumerations
- Catalog the fundamental entities in 1A, Cyber Security, and Software
Assurance
- Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE),
malware (CME), attack patterns (CAPEC), weaknesses in
code/design/architecture (CWE)
Languages/Formats
— Support the creation of machine-readable state assertions, assessment
results, and messages
- Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL),
software security patterns (SBVR), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), information messages
(CAIF & *DEF)
Knowledge Repositories
— Packages of assertions supporting a specific application
- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

Measurable™

— Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

© 2007 MITRE



Making
Security
Measurable™

For More Information
[makingsecuritymeasurable.mitre.org]

806

Making Security Measurable

http://makingsecuritymeasurable.mitre.org/

[« »J[c]

sl Q~ Google

[0 AFC Home

&
N

MITRE's approach to improving
the measurability of security is
through enumerating baseline
security data, providing
standardized languages as
means for accurately
communicating the information,
and encouraging the sharing of
the information with users by
developing repositories.

The other activities and
initiatives listed here have
similar concepts or compatible
approaches to MITRE's.
Together all of these efforts are
helping to make security more
measurable by defining the
concepts that need to be
measured, providing for high
fidelity communications about
the measurements, and
providing for sharing of the
measurements and the
definitions of what to measure.

MIl Home Searchv Map/Ph/Weather/Travelv Bob's Bookmarksv CVEnOVALv OVAL shared

SPAMmngtv LogoutofSPAMmngt

Measurable security pertains at a minimum to the following areas:

= Vulnerability Management
= Intrusion Detection

= System Assessment
= Patch Management

Enumerations

. /= Common Vulnerabilities and
\/*  Exposures (CVE®) - common

e

vulnerability identifiers

C [ Common Weakness Enumeration
\Y (CWE™,) - list of software weakness
types

- Common Malware Enumeration
(gM E (CME™) - common virus identifiers

~ A= g~ Common Configuration Enumeration
- \__- (CCE™) - common security
configuration identifiers

Common Platform Enumeration

‘o (M)
. (CPE™) - common platform identifiers

SANS Top Twenty - SANS/FBI consensus list of the
Twenty Most Critical Internet Security Vulnerabilities
that uses CVE-IDs to identify the issues

OWASP Top Ten - ten most critical Web application
security flaws

WASC Web Security Threat Classification - list of
Web security threats

= Configuration Management
= Incident Management

Languages

N Open Vulnerability and Assessment
@\_///XLL Language (OVAL™) - standard for
determining vulnerability and
configuration issues

= Malware Management
= Asset Management

Home | CurrentCollection | Feedback Requested

= System Management

Repositories

W\ //\// QVAL Repository - community-
Q‘,\oj:/,),o(f.—/—; developed O\|/AL Vulnerability,

Compliance, Inventory, and Patch

Definitions

Extensible Configuration Checklist Description
Format (XCCDF) - specification language for uniform
expression of security checklists, benchmarks, and
other configuration guidance

Common Vulnerability Scoring System (CVSS) - open
standard that conveys vulnerability severity and helps
determine urgency and priority of response

Common Announcement Interchange Format (CAIF) -
XML-based format created to store and exchange
security announcements in a normalized way

OMG Semantics of Business Vocabulary and
Business Rules (SBVR) - language for interchange of
business vocabularies and rules among organizations
and software tools

National Vulnerability Database (NVD) - U.S.
vulnerability database based on CVE that integrates
all publicly available vulnerability resources and
references

NIST Security Content Automation Program (SCAP) -
security content for automating technical control
compliance activities, vulnerability checking, and
security measurement

Red Hat Repository - OVAL Patch Definitions
corresponding to Red Hat Errata security advisories

Center for Internet Security (CIS) Benchmarks - best-
practice security configurations accepted for
compliance with FISMA, the ISO standard, GLB,
SOx, HIPAA, and FIRPA, and other regulatory
requirements for information security

DISA Security Technical Implementation Guides
(STIGS) - U.S. Defense Information Systems
Agency's (DISA) STIGS are configuration standards
for DOD information assurance and information
assurance-enabled devices and systems




Knowledge Repositories

OVAL/XCCDF/
CCE/CPE

CWE/CAPEC/
SBVR/MAEC

CPE/OVAL

XCCDF/OVAL/
CCE

CVE/CWE/
OVAL/CVSS

CVSS/CME/
CAPEC/MAEC

CAIF/VEDEF/SIDEF/SCDEF/SFDEF/
IDMEF/IODEF/FIDEF/CVE/CWE/
OVAL/CPE/CME/MAEC/CEE

Development &
Sustainment
Security
Management
Processes

.
-
]
II
T
==
CCE/
OVAL/
XCCDF/
CPE

CVE/CWE/ CVE/CWE| CVE/CWI
Cvss/ Cvss/
CCE/OVAL/ CCE/OVAL/
OVAL/ XCCDF/CPE/ XCCDF/CPE/
XCCDF/ CME/CAPEC/ CME/CAPEC/
CPE MAEC MAEC/CEE
Operations Security Management Processes
— — — —
INTERNET . I - L
Router Web Application Database
Servers Servers | Systems
DMZ - -
=1 1111 111 11 INTRANET
Firewall -
1 1 1 | 1 1 1
DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems

Operational Enterprise Networks

CVE/CWE/CVSS/CCE/OVAL/XCCDF/

CPE/CME/CAPEC/MAEC/CEE

Enterprise IT

Change Management

CVE/CWE/CVSS/CCE/OVAL/XCCDF/
CPE/CME/CAPEC/MAEC/CEE

Centralized Reporting

Enterprise Management



OVAL/XCCDF/
CCE/CPE

System
Assurance
Guidance/
Mandates/

Requirements

:

f
Certification &
Assessment
of System
Development,

CWE/CAPEC/
SBVR

Integration,
&
Sustainment
Activities
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CS390S - References

{ | [ & | @ hup:/ jwww.cs.purdue.edu/homes/cs390s/refs.html

2(Q- Google

People
Syllabus
Notes

Week 7

[ AFCHome MilHome Searchv Map/Ph/Weather/Travelv Bob's Bookmarks v CVENOVALv OVAL shared

CS 390S: Secure Programming

Slides will be posted on the same day as the class.

Week 7 (powerpoint)

CWE coverage starts now! Issues covered:

v

February 21: Exec calls, Trust
d

CS390S, Week 7:Calling
Programs, Trust

Pascal Meunier, Ph.D., M.Sc., CISSP
February 21, 2007

Developed thanks to support and contributions from Symantec
Corporation, support from the NSF SFS Capacity Building P
(Award Number 0113725) and the Purdue e-Enterprise Cents

Copyright (2004) Purdue Research Foundation. Al rights reserved.
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Our Mission Statement

The primary mission of the SwA SIG is to work with Platform
and Domain Task Forces and other software industry entities
and groups external to the OMG, to coordinate the

SwA Home Page

< » || & | @ntp://swa.omg.org/

Searchv Map/Ph/Weather/Travelv Bob's Bookmarks v CVEROVALv OVAL shared SPAMmngt v
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»
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QMG

The benefits of attending OMG's
Software Assurance Workshop

J‘\.
Co-Chairs: Ms. Dienana
KDM Analytiqj
Mr. J.D. Bak
BAE System:

for analysis apd

NST

Draft Special Publication 500-268

Source Code Security Analysis Tool
Functional Specification Version 1.0

Information Technology Laboratory (ITL), Software
Diagnostics and Conformance Testing Division

Framework that will:

« Establish a common

with them

software

exchange of information related to software trustworthy
To that end, the goal of the SwA SIG is to facilitate tl
development of a specification for a Software Assurar

0006
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that can be used to represent any/all classes
software so software suppliers and acquirers cf
represent their claims and arguments(respecti
along with the corresponding evidence, emplo
automated tools (to address scale)

Verify that products have sufficiently satisfied
characteristics in advance of product acquisitid
that system engineers/integrators can use theg
products to build (compose) larger assured sy

Enable industry to improve visibility into the cy
status of software assurance during developmq

A~ -~

View /D

» signin register
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Search...

Software Assurance Metrics and Tool Evaluation

Test Suites
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CWE - Organizations Participating
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Common Weakness Enumeration

A community-developed dictionary of common software weaknesses
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Submit
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| software application with
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We have more informatior

.
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ase repository; or download

Full Dictionary View
Classification Tree
Other Views

Sources
Process
Documents

Calendar
Free Newsletter

Program

Organizations Participating

All organizations
participating in the CWE
Compatibility and
Effectiveness Program are
listed below, including
those with CWE-

Compatible Products and Services and those with

Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization name:

A B C D

E F G H I J K L

TOTALS
Organizations with Declarations: 11
Products & Services with
Declarations: 21

M N O P

Compati
Program
Requirements
Make a Declaratlon

Or i Partici




