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What Does “Quality To The Left” Mean?

Requirements Design

SOFTWARE DEVELOPMENT

EN\EREL

Define Integrate Demonstrate

Prevention & Avoidance <« Detection & Removal
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Expectations of Quality Engineering?

What do our executives want from our QE individuals?
Where do leaders think QE can add value?

What will our leaders fund and help drive?
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Where iIs the Value?

Executive management objectives with QA and testing
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Challenges currently Faced in applying testing to agile developments
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How Do We Improve Impact?

Main challenges in achieving desired level of test automation
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Quality Take-aways

“Organizations are unable to keep pace with the
volume and frequency of testing required” — Mark Buenen, VP, Sogeti

“Many organizations are retaining a thin layer of centralization known
as the community of QA practice or Test Excellence Center as it helps
them strike an optimal balance between flexibility, self-running teams
and the ability to industrialize best practices and resources”

- Ajay Walgude, VP, Capgemini

“The role of quality assurance and testing has changed from
mere defect finding to one of being an enabler of

customer satisfaction and business outcomes.”
— Mark Buenen, VP, Sogeti
—4 © DSK Consulting 2019
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Impacting Software Quality

HOW QUALITY AFFECTS SOFTWARE COSTS

. _— TOTAL SOFTWARE DEFECTS IN RANK ORDER
athological_—
) _7_,)_,,./-""" Technical debt
/
/ Healthy .-

Defect Origins Defects per Function Point

Data defects 2.50*
Code defects 1.75

Test case defects 1.65*
Web site defects 1.40*
Design defects 1.25*
Requirement Defects 1.00 **
Structural defects 0.70 *
Document defects 0.60 **
9. Bad-fix defects 0.40 **
10. Requirement creep defects 0.30 **
11. Security defects 0.25*
12. Architecture Defects 0.20 *

Poor quality is cheaper until
the end of the coding phase.
After that, high quality is
cheaper.

1.
2.
3.
4.
5.
6.
7.
8.

TOTAL DEFECTS 12.00

* NOTE 1: Usually not measured due to lack of size metrics

** NOTE 2: Often omitted from defect measurements
Copyight ©2011 by Capars Jomws. A8 ights Reseer
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Tonight’s Objectives

1. Investigate what activities and tools can be utilized “to the left” to
build quality in and prevent issues “to the right”
* building a requirements/story quality dashboard
* using requirements and design modeling to assess completeness

2. How to strengthen your testing strategy
* Using TDD while defining a multi-faceted test strategy

3. Get QE out of the policing role and more into an enabler role.
* using continuous integration to expedite time to market

é © DSK Consulting 2019 10
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Testing Quality Into
Requirements/Stories

© DSK Consulting 2019

Testing Requirements/Story Quality

©1998 Technology Builder Inc.
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Building On A Good Foundation

» The following is suggested as a best-practice for defining a Story
(a.k.a. Requirement)

<ID>

| <title>

<Story Description>

As a [user role], | want to [goal], so that | can [reason].

<Acceptance Criteria>

Value

Size

STARTING PLACE:

© DSK Consulting 2019

» StoryDescription
= » Acceptance Criteria
» Size

* Ranking Order

13

Story Quality Measures

Define criteria to give some indicator of User Story quality:

User Story Frame

User Story Size

User Story
Boundaries

User Story Rank

© DSK Consulting 2019

Have story framed such that the role, desired
operation, and the intended benefit are clearly
captured.

Smaller stories are better understood and have a
higher chance of being delivered on-time, on-
feature, and on-quality.

Acceptance criteria defines the minimum viable use
case which the story must deliver on.

Have stories ranked from most important to least
important for the order in which the team should
work the list.

Description:

Text includes story
“As <role>, | want
to <operation>, so
that <benefit>".

Story Points

Acceptance
Criteria:

Ranking

Description:

All 3 : Green
1~2
None : Red

Story Points:

<=8 :Green

9~14 :

>15 : Red
Acceptance Criteria:
[defined / not defined]

Order is logical and defines
Most-important/High-value

to Least/Low-value
14
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Getting To A Dashboard
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Reporting Reporting
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Story Quality Dashboard (Before)

| STORY QUALITY
Issue key Sprint Size  Summary Scrum Team
SUPRA-43950 Sprint 7.1 13 Engine Call Home with heartbeat via SWN Andretti
SUPRA 41831 Sprint7.1 23 Invehicle CPR updatedvia biuetooth channel Andretti
SUPRA-41884 Sprint 7.1 5 Encrypt server data with AES256 keys Andretti
SUPRA-42134 Sprint 7.1 10 Implement telemetry datareporting Andretti K
SUPRA-39241 Sprint 7.2 5 Update CAN bus to 12.1specification Andretti [ ] @] ®
SUPRA-41882 Sprint 7.2 8 Heads up display of diagnostic data Andretti 0 0 0
SUPRA-41883 Sprint 7.2 15  Voice enabled diagnostics Andretti @ [#] [
SUPRA-41943 Sprint 7.2 1 Delete driver profile stored on Support Server Andretti @ @ @
SUPRA-42919 Sprint 7.2 0 Braking controller coef modification Andretti @ @ [ ]
SUPRA-42870 Sprint 7.2 13 [SPIKE] Investigate telemetry data to collect Andretti @ (@] [ ]
SUPRA-42452 Sprint 7.2 3 Improve steering feedback response Andretti @ @ @
SUPRA-42133 Sprint 7.2 5 Create driver profile in Suport Server Andretti Q Q Gi
SUPRA-31089 Sprint 7.2 3 Optimize emissions to be 98% clean burn Andretti G’ 0 G.
SUPRA-19218 Sprint 7.2 15 Safety parachute automated deployment Andretti G’ 0 G.
SUPRA-42020 Sprint 7.3 3 Read/display driver profile on Support Server Andretti @ @ [ ]
SUPRA-41944 Sprint 7.3 8 Udpate driver profile stored on Support Server Andretti @ @ [ ]
SUPRA-43620 Sprint 7.3 15 [SPIKE] Research fuel pump configuration to suppc Andretti @ [*] @
SUPRA-43550 Sprint 7.3 12 In carindicators for vital monitors Andretti @ @] @
SUPRA-41912 Sprint 7.3 23 Backup support server data to cloud storage Andretti @ [®] @
SUPRA-44034  Sprint7.3 0  Increase Engine Max RPM Andretti @ @ [
© DSK Consulting 2019 16
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Issue key
SUPRA-41881
SUPRA-41884
SUPRA-42134
SUPRA-6M1B

Sprint
Sprint 7.1
Sprint 2.1
Sprint 7.1
Sprint 7.1

Size

Summary

In vehicle CPR updated via bluetooth channel
Encrypt server data with AES256 keys
implement telemetry data reporting
[SPIKE] Investigate Call Home Technology

Scrum Team

Andretti
Andretti
Andretti
Andrett

Story Quality Dashboard (After)

| STORY QUALITY

4 ©DSK Consulting 2019
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Yy :
SUPRA-39241  Sprint 7.2 5  Update CAN bus to 12.1 specification Andretti @ @ @
SUPRA-41882 Sprint 7.2 8 Heads up display of diagnostic data Andretti @ @ Q
SUPRA-41883 Sprint 7.2 14 Voice enabled diagnostics Andretti @ ~ ] [7]
SUPRA-41943 Sprint 7.2 1 Delete driver profile stored on Support Server Andretti @ @ @
SUPRA-42919  Sprint 7.2 0 Braking controller coef modification Andretti @ @ (@]
SUPRA-42870 Sprint 7.2 8 [SPIKE] Investigate telemetry data to collect Andretti O O O
SUPRA-42452 Sprint 7.2 3 Improve steering feedback response Andretti @ @ @
SUPRA-42133  Sprint 7.2 5  Create driver profile in Suport Server Andretti @ @ (<]
SUPRA-31089 Sprint 7.2 3 Optimize emissions to be 98% clean burn Andretti G O O
SUPRA-19218 Sprint 7.2 0 Safety parachute automated deployment Andretti @ @ @
SUPRA-42020  Sprint 7.3 3 Read/display driver profile on Support Server Andretti @ @ Q@
SUPRA-43950  Sprint7.3 3 Engine Call Home with heartbeat via SWN Andretti ) [ ] @]
SUPRA-41944 Sprint 7.3 8 Udpate driver profile stored on Support Server Andretti @ @ @
SUPRA-43620 Sprint 7.3 0 [SPIKE] Research fuel pump configuration to suppe Andretti @ @ @
SUPRA-43550 Sprint 7.3 12 In car indicators for vital monitors Andretti Q “ ] C)
SUPRA-41912 Sprint 7.3 23 Backup support server data to cloud storage Andretti O O O
SUPRA-44034  Sprint 7.3 0  Increase Engine Max RPM Andretti @ @ @

Benefit:

Work that is well
understood is
positioned first.

Easy to understand
were the risk is —
practice risk
mitigation
techniques.

Spikes, while not
being framed, are
sized and bound so
that we understand
what needs to be
accomplished as
part of the effort —
not open ended
discovery.

17
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Roadmap To Quality

Build a Sprint/Release map to see the release

Constrain User Stories to Sprints, Epics to Releases

Limit Too many epics/stories in progress (WIP)

Understand if the sequencing of stories/requirements gets you to
something that is releasable and useful and has value.

Use the “Container” model to associate stories/requirements that
need to be delivered together (Epics, Stories)

18
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Release 7.0
Sprint 1 Sprint 2 Sprint 3 Sprint 4
| J
L )
EPIC T-SHIRT SIZING: LEGEND:
Small: <50% (1~2 Sprints to deliver) Epic:. 3
Medium: 50% ~ 100% (3~4 Sprints to deliver) Story:
Large:  >100% of Release Cycle
X-Large: Unknown/Unplannable
A © DSK Consulting 2019 19

Modeling the Requirements and Design

In our requirements (user stories) focused software development life
cycle (SDLC), it is all to easy to lose sight of the bigger, system picture.

Example:

STORY 1: TEAM A: As the braking controller, when | detect the
slip_sensor_enabled flag has been set, | want to display the ABS Active alarm to
the driver, so that the driver knows ABS is engaged.

STORY 2: TEAM C: As the slip sensor, when | detect the wheel is slipping on the
road, | want to set the slip_sensor_date with the current time, so the braking
controller will know that ABS is active.

é © DSK Consulting 2019 20
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Requirements and Design Modeling

Process Specification

m ProceSSing m
é © DSK Consulting 2019 21

Requirements and Design Modeling

STORY 2 / \ STORY 1

" BRAKING
SENSOR CONTROLLER/

- © DSK Consulting 2019 22
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Modeling - Data Flow Diagram

Context Diagram
Targets
Virtual Environment
- by Virtual Tape
P ap, - ibrary
-
3IPAR Disk
Data o a—"  An
Protector
Sources -
SR * ” RO ~ > HPCloud
Applicatior
- 4,
™~ StoreOnce
- Catalyst
ertifica
Serv
0®
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Modeling - Sequence Diagram

mainController : Controller | routes : RouteLlst route : Route

| interface - Ul |

User : } }
enter (date, from, to) ! } }
> ! !
click [Search] | i
| I
find route (date, from, to) _ | |
> I
= I
|
I
|
I
|
etRoutpDetails() !
display route details
]
select seat
»

click [Book]

bookRoute (route id,seat idl
>

] verify booking details

bookSeatlid, date)
|

show success screen

5 A ——

source: https://online.visual-paradigm.com
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-

\

EPIC1

User Story 1

User Story 2

User Story 3

User Story 4

~
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Modeling in Agile

4 N

SPRINT 1
User Story 1 User Story 2 User Story 3
TEAM A TEAM B TEAM C
SPRINT 2
User Story 4 User Story 5 User Story 6
TEAM A TEAM D TEAM E

25

Strengthening Your

- © DSK Consulting 2019
é e

Testing Impact

26
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Building a Test Strategy

* What is the goal of your testing strategy?
* Find bugs?
* Verify that something works?
* Instill confidence?

Validate that a respective function can _
ery . . Function’s
complete it’s objective  Acceptance

Criteria

* The more it can perform unexpected
functions, the higher the quality

* The less if can perform the expected
gs function, the lower the quality
=

© DSK Consulting 2019 27

Axes Of Testing

SCOPE

-- USER INTEGRATION
-- SYSTEM INTEGRATION (E2E)
-- INTEGRATION
-- COMPONENT
- UNIT

-- POSITIVE

-- NEGATIVE
- DEPLOYMENT
= PERFORMANCE

-- INTERNATIONALIZATION
-- SECURITY

PURPOSE OBJECTIVE \ 28

SMOKE (BUILD ACCEPTANCE) -
ACCEPTANCE (FEATURE/EPIC/STORY) ==

SYSTEM VALIDATION ---

© DSK Consulting 2019 14



Building Quality In.. By Engaging To The Left

September 10, 2019

TC1: ABS indicator functional Positive
displays

TC2: ABS indicator functional Positive
clears

TC3: ABS indicator performance Positive
luminosity

TC4: ABS in extreme stress Positive
heat (in spec)

TC5: ABS in extreme  stress negative

cold (out of spec)

. © DSK Consulting 2019
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unit

integration

User integration

system

system

Acceptance

Acceptance

System Validation

System Validation

System Validation

Defining a Multifaceted Test Strategy
TestCase ____[Objective ___[Behavior ____[Scope _____[Purpose |

29
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Integrating Tests In

- e o e o

asset container' with bad parameters

®

STG-74
TEST CASE: Call "create asset

container” with bad request headers
and a valid token

P

(O]

STG-143 m
Code Review for Create && Retrieve
asset container

a

5 @ DSK-Gonstlting;201%s a CAF storage user | want to list container so that | can know what containers | own

R

€ & spiraapp.englablocal/secure/RapidBoar
C SPRINT:  Sprint 3 ~ QUICK FILTERS:  Only My Issues  Recently Updated
To Do In Progress Blocked
&) STG-54 13 subtasks As a CAF storage user | want to create container so that | can associate my uploaded data
® STG-108 E @ ST6-71
& Perform code review of automation & TEST CASE: Verify ability to call ‘create
asset container’ with valid parameters
n
@ sT16-110 E M STG.72
4 Execute/debug tests + TEST CASE: Call ‘create asset
container' multiple times. and verify
n unique Id's
M STG-73
+ TEST CASE: Verify ability to call ‘create

Done

«@

«@

«@

«@

«@

-

) $TG-67

© sT6-108

e A Ad RO

Create DB table & stored procedure

SIG ad
Create DAO layer

STG-46
Modify AP| and APP layer and modify
integration tests

SIG 06
Develop/debug json parser

STGA07
Develop/debug tests

Develop/debug json unit test
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Defining the Test Workflow
RELEASE
( Backlog Grooming \ ( Sprint (2 weeks) \ <> / Regression \
Manual
> QE
2 STP & N Revi
§ (24748 hrs) STPR \ QRewew <> Cl/CD/CT
& \ /
Code Status
Team Team Test
- Story < Review Review Cases
(| Grooming :> Integrate
Design w/Product
Review
= Y
(4]
: [Q @
g Design }::> Code & code
% Review
a
© DSK Consulting 2019 31
A Better Test Workflow
RELEASE
/ Backlog Grooming \ [ Sprint (2 weeks) \ <> ( Regression \
Manual
> QE
g STPR <>Re‘”ew <> cl/co/cT
N A \ /
Code Status
Team Test
— Story Review Cases
(| Grooming Integrate
Design w/Product
" Review ﬂ
é Team <>
& Review Design }:9 Code & code
% Review
a
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Continuous Integration /
Continuous Deployment /
Continuous Test
Model

. © DSK Consulting 2019 33
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Quality Becoming an Enabler

Do you ever feel as if this is your role?

With the Continuous Integration, Deployment,
and Test model, Quality Engineering can now
let the infrastructure police product
development.

Quality Engineering is now a contributor the
infrastructure (like the other roles)

* Tests

* Data

g% * Environments/Configuration
mE=>

© DSK Consulting 2019
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Building a Continuous Integration Model

Next Steps In Release Pipeline
System build
Nightly Regression

GIT Previously Deployed II
MAINLINE Packages

\d

branch O
(master or X

MERGED
development)

Pass
Feature
Tests?

NO NO

® Jenkins
GIT Q r * Orchestration
Feature E * Test Bed
b h * Docker
~ -~ .
ranc & &€ é@* GITHUB BUILD MACHINE TEST ENV GITHUB
< < <
é © DSK Consulting 2019
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A CI/CD/CT Pipeline

Legend:
BaT = Build and Test
DevOps in Use

Customer

© DSK Consulting 2019 18
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Final Thoughts

. © DSK Consulting 2019 37
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Before The Shift Left Transformation

Number of Hours

A

:00)
Guideline leted
Rer alues Dngoing
Tea Trend
=stimate Accuracy
equired Daily urndown Rate
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Well Into The Transformation

Burndown Chart Sprint 1 -

Guideline
= Time Spent
Em Remaining Values

Non-Working Days

Remaining Time Estimate

41h

& ©DSKC -It' zoi'd 18 Aug 19 Aug 20 Aug 21 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 31 39
onsultin
S & -

In Summary

* Invest effort to find “bugs” during requirements definition
U Develop a qualitative way to measure story quality
U Model the execution to gain insight if there are gaps

0 Move Problemnh discowver and resolution
¢ Does it solye a customergrobl and agd value
. cHpstream in. devélopment, (a.k.a)
* Get the testing effort defl’,\'w,rlltEe‘aeﬂﬁing (Test Drive Development)

O Ensure you implore different types of testing in your strategy
U Make the testing activities transparent
U Let the tooling push completion of testing

* Define an Infrastructure that “builds quality in”

U Let the system “police” quality
U Bring tools to enable others to build in quality (self-serve, transparency)
=

© DSK Consulting 2019
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Questions

© DSK Consulting 2019 41

Darin Kalashian

Darin Kalashian has over 30 years of software development experience, with key accomplishments at the organization and individual levels (and
everywhere in between). Darin has developed a solid understanding of how to use software methods, tools, and techniques to deliver successful
and effective software products. Darin skillfully leverages experience from multiple technology-based business domains that include; DoD/air traffic
control & weather detection systems, the public internet (along with the first commercial web browser); automotive audio systems; software-
based design, modeling and simulation tools; and enterprise data protection, security, and risk management.

Working within Agile settings, Darin has achieved certification as Professional Scrum Master and Backlog Refinement Practioner. He enjoys
coaching teams as they embrace developing product in an iterative, team approach framework. Relying on his past experiences, Darin helps teams
set their sights on “win-win” scenarios, where they pro-actively developing high quality software in a timeframe that achieves high customer
satisfaction while driving the larger organization’s goals and mission. Complementing his agile practices, Darin has a deep foundation in quality
tools, were he has been certified by the ASQ as a Certified Software Quality Engineer, Certified Quality Manager, and most recently, as a Six Sigma
Green Belt.

Darin’s passion is innovating solutions that leverage his quality background and tools, like Six Sigma and Lean analysis, to drive continuous
improvements in the software/technology space, most recently, in the DevOps/Continuous Integration and Delivery setting.
Please feel free to reach out to Darin at darin@dskquality.com.
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ASQ
CHARTING YOUR WAY To
PREDICTABLE SOFTWARE DELIVERIES The Changing Software Quality
Professional Career Path
®
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CSSGB, COMgr, CSQE Q m"”mm mm
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